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= Run  Path:Start/run X

= Type the name of a program, folder, document, or
Intemet resource, and Windows will open it for you.

\ 5 oK Cancel Browse...

‘r9> d.l.'>).o
A5 3ylg 1y services.msc wjlic gz )15 )5 Guaw
9 5L Lo (gl cdlwg;ule (gl Huagyuw 6y B aop |y Enter auls

< Run Path:Start / run / services.msc X

Enter

/5, Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | SEpilE=Aie v

.

/ = 3
“\\ g OK Cancel Browse...
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start 43S (g9 » 9 03,5 Cwly SLIS Application Identify 4iy;5 (69 p uaw
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% Services path: Start/ run / services.msc / Application Identify / Start
File Action View Help

e mEBdza Hm »esuwn

% Servcws loah)

Application Identity Name Description Status Startup Type Log On As
\ &) ActiveX Installer (AdnstSV)  Provides Use-. Manual Local System
‘ Sagt the = £ Adobe Acrobat Update Servi.  Adobe Acro.. Running  Automatic Local System
& Adobe Genuine Software Int.  Adobe Genu. Running  Automatic Local System
Descnption: &), Agent Activation Runtime_1.  Runtime for Manual Local System
;"'""'"":‘ and "g"‘:‘"" :;""Y £, Allioyn Router Service Routes Allo.. Manual (Tigg-  Local Service

an apphication. ng “ )

| service will prevent AppLocker from \&AﬂyDukSuwu AnyDesk su.  Running  Automatic Local System
being enforced. & App Readiness Gets apps re.. Manual Local System

QWM Information e dh
& Application Layer Gateway S Stop

‘ Manual Local Service
£ Application Management Pause Manual Local System
£ AppX Deployment Service (4 Resume 3 Manual Local System
Q.Asn.m Service CRPA 3 Automatic Local System
), ASPINET State Service | Manual Network Se..
&, AssignedAccessManager Ser All Tasks : Manual (Tigg-  Local System

‘ & ATKGFNEX Service et 3 Automatic Local System
& Auto Time Zone Updater Disabled Local Service

‘ L) AVCTP service Properties 3 Manual (Trigg-  Local Service

\ &), Background Intelligent Tran, Help Manual Local System
&), Background Tasks Infrastruc_. 3 A Local Systemn
), Base Filtening Engine TheBase Filt. Running  Automatic Local Service
&, Bitlocker Drive Encryption 5. BDESVC hos.. Manual (Tngg.. Local System

‘ & Block Level Backup Engine 5.  The WBENGL. Manual Local System
&) Bluetooth Audio Gateway Se.. Service supp-. Manual (Tgg-  Local Service

| &) Bluetooth Support Service  The Bluetoo.. Manual (Trigg-  Local Service
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Create Executable Rules Path : Start / run / gpedit.msc / Computer Configuration / Windows Setting / X
Security Settings / Application Control Policies / Applocker / Executable Rules /
— Create New Rule / Before You Begin / Permissions / Conditions / Path / Exceptions

I ' Name and Description Name / Create

Before You Begin
i Enter a2 name to identify this rule.
Permissions
Conditions
Path Name
Exceptions R"h‘*

Description: (Optional)

<Previous | 1\ Cancel
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# Run Path:Start / run / gpedit.msc X

Enter

—,, Type the name of a program, folder, document, or
- Internet resource, and Windows will open it for you.

Open: v

Kl g : OK Cancel Browse...

By dwn B e SR gt petis )
- e

: BRI 4-19)0

394 5L Lo (glyy group policy o)z B a5 |y Enter auls

42jS (59 2 R )d 9 @9ye sl 03 s Yoo Galke oy ol )

.15 0 SulsConfigure rule enforcement
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File Action View Help
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e 2m wrpath:start/run/gpedit.msc/computer configuration/windows setting/security setting/application control policies/applocker

al or Pol;
« % Computer Configuration 1

~ Windows Settings
‘Narne Resolution Policy
L Saipts (Startup/Shutdown)

- Secunity Setungs 3 I
TICOUNT PONGES

E]
& Local Polices
- Windows Defender Firewall with Advanced Secu
Network List Manager Polioes
] Public Key Policies
altwace Bestnction Policies
=18 AppLocker 5
Wales

xecLIabIe Hul

£ Windows Installer Rules
4 Soupt Rules
B Packaged app Rules
8 19 security Policies on Local Computer
Advanced Audit Policy Configuration
ol Policy- based Qos
4 Administrative Templates
~ & User Configuration
Software Settings
Windows Settings
Administrative Templates

www.rahaco.net oPIOFOYY: yals

AppLocker uses ruies and the properties of fles to prowde accees control for
apphcstons i nies are presert i & nie collection, only the fies nchuded In those
ules wil be permitied 1o run. AppLocker rues do not 2pply to al edtions of Windows.

B Mom abous Applacker
B Which edtoms of Windons support AppLocker?

Configure Rule ]
For the ApplLocker policy 1o be enforsed on & computer, the Applcation

L Identity service must be anning
|

Use the enforcement seftings for aach e collection to configure whether nies are
erforced or audted. F ruie erforcement has not been configured. nules wil be erforced
by defat

-l

(@) Esscutable Rules

Fules 0

Erforcement not conhigured: Rules are erforced
W Windows installer Rukes

Fudes 0

Erforcement not configured Rules are enforced

Sopt Rdes

f»

Fules 0
Enforcement not configured: Rues am erforced

=

Packaged app Rules

Fues 0
Erforcement not configured: Rules are erforced
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File Action

1 Loca Group Palicy e Path @ Start / run / gpedit.msc / Computer
Configuration / Windows Setting / Security
View Help Settings / Application Control Policies /

s 2m by Applocker / Configure rule enforcement

= Local Computer Policy
-~ Computer Configuration
] Software Settings
v 2] Windows Settings
| Name Resolution Policy
. Scripts (Startup/Shutdown)
% Deployed Printers
v i Security Settings
_8 Account Policies
A Local Policies
1 Windows Defender Firewall with Advanced S
| Network List Manager Policies
| Public Key Policies
- Software Restriction Policies
~ ] Application Control Policies
- G Applocker
= Executable Rules
ﬂ Windows Installer Rules
& Script Rules
B8 Packaged app Rules
S IP Security Policies on Local Computer
| Advanced Audit Policy Configuration
alli Policy-based QoS
| Administrative Templates
« ¥ User Configuration
] Software Settings

< >

PwLndwusanluj

applications. ¥ nides are
ndes will be permitted to

B} More about Appl]
B) Which editions of

A cz=
Use the enforcement

enforced or audted ¥
by default.

B) Configure nie
B More about nie

- e a bt M

<
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Applocker Properties X

Enforcement  Advanced

Spody AppLocker ndes are enforced for each nide

1

rules:
[ Configured
Enforce rules >

| Audit on

[[] Configured
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A/ Local Group Policy Editor Path : Start/ run / gpedit.msc /| Computer Configuration / Windows Setting / Security Settings /
File Action View Help Application Control Policies / Applocker /| Executable Rules / Create New Rule
o am:= Hm
J Local Computer Policy Action User Name Condition  Exceptions
« & Computer Configuration
Software Settings There are no items to show in this view.

. Windows Settings
. Name Resolution Policy
1 Scripts (Startup/Shutdown)
@ Deployed Printers
v ;-_Tr; Security Settings
& Account Policies
4 Local Policies
Windows Defender Firewall wit}
Network List Manager Polices
Public Key Policies
. Software Restriction Policies
1 Application Control Policies

"= Executable Rule<
Windows Install - §  Create New Rule—. ]

3/ Script Rules Automatically Generate Rules..

= P
e Create Default Rules
s IP Security Policies on L

! Advanced Audit Policy View
il Policy-based QoS
Administrative Templates Export List.
- [‘J User Configuration Help
Software Settings -
4 Windows Settings
Administrative Templates
( : b‘
“\
AR |
\\ d=a.0
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Create Executable Rules Path : Start / run / gpedit.msc / Computer Configuration / Windows X
Setting / Security Settings / Application Control Policies / Applocker /

I‘Fxm:utable Rules / Create New Rule /Next

I_‘:i Before You Begi

Before You Begin

This wizard helps you create an Applocker rule. A rule is based on file attnbutes, such as the

Permissions
_ file path or the software publisher contained in the file's digital signature.
Conditions
Publisher Before continuing, confirm that the following steps are complete:
Exceptions « Install the applications you want to create the rules for on this computer.
Name » Back up your existing rules.

« Review the Applocker documentation.

To continue, click Next.

[[] Skip this page by default

T
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Create Executable Rules Path : Start / run / gpedit.msc / Computer Configuration / Windows Setting /<
Security Settings / Application Control Policies / Applocker / Executable Rules

Permissions’/ Create New Rule / Before You Begin / Permissions /Deny / Next

Before You Begin Select the action to use and the user or group that this rule should apply to. An
allow action permits affected files to run, while 2 deny action prevents affected
files f: '
C - les from running.
Path
Except
% ceptions
me m Al
® Deny
User or group:
Everyone Select..

Mare about rule permissions

? |
]
|
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More about rule permissionsaiy;S (59 » ealS L Jlgise lad (yixa

S CanS o wyiwd ojll 6L (g i wlelbl
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Create Executable Rules  Path : Start / run / gpedit.msc / Computer Configuration / Windows Setting / Security X
Settings / Application Control Policies / Applocker / Executable Rules / Create New
Rule / Before You Begin / Permissions / Conditions / path /Next
Conditions

Before You Begin

Permissions Select the type of primary condition that you would like to create.
Path B
" () Publisher
Exceptions

Select this option if the application you want to create the rule for is signed by the
software publisher.

reate a rule for a specific file or folder path. If you select a folder, all files in the

folder will be affected by the rule.

Name

O File hash

Select this option if you want to create a rule for an application that is not signed.

o e s

< Previous Cancel
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Create Bxecutable Rules path : Start / run / gpedit.msc / Computer Configuration / Windows Setting / Security
Settings / Application Control Policies / Applocker /| Executable Rules / Create New
P —

Path Rule / Before You Begin / Permissions / Conditions / Path / Brows Folders / Next

Before You Begin
! Select the file or folder path that this rule should affect. Iif you specify a folder path, all files
Permissions undemeath that path will be affected by the rule.
Conditions
Path
Pathc
Exceptions
N %OSDRIVES\Users\Asus\Desktop\Test\Raha jpg
Browse Files.. Browse Folders...
(&
> Vi S i ks g |
More about path rules and path varables
<P Cre | Canc
\¥ d=d.0
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Create Executable Rules Path : Start/ run / gpedit.msc / Computer Configuration / Windows Setting / X
Security Settings / Application Control Policies / Applocker /| Executable Rules

(== / Create New Rule |/ Before You Begin / Permissions / Conditions / Path /

| Exceptions Exceptions / Next

Before You Begin : A
o To add an exception, select the type of exception and then click Add. Exceptions are
Permissions optional and allow you to exclude files that would normally be included in the rule. To
Conditions continue configuring this rule without adding an exception, click Next.
Path
e Primary condition:
Exceptions %OSDRIVES\Users\Asus\Desktop\ Test\Raha.txt
Name
Add exception:
Path
Exceptions:
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Create Executable Rules Path : Start / run / gpedit.msc / Computer Configuration / Windows Setting / X
Security Settings / Application Control Policies / Applocker / Executable Rules /
(— Create New Rule / Before You Begin / Permissions / Conditions / Path / Exceptions
[ l Name and Description Name / Create
Before You Begin
Enter a2 name to identify this rule.

Permissions
Conditions

Path Name

Exceptions Rahe|

I o-con (Optona)

O s 2 e S g
P -

< Previous Create Cancel
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Applocker

The default rules are currently not in the rule kst for this rule

! collection. When creating rules, it is recommended that you also
create the default rules to ensure that important system files will be
allowed to run.

Do you want to create the default rules now?
C ==
e , w—— I Yes | No
‘Nwﬂ'r‘#.&"\—f}-“rﬂﬁ:’)

lo.(b.)).)l.w d>y0

(59 Cad93z0 Jlacl 45 305 30lg5 23S Eg2) 85 3)90 Jlb (59) 2 &S oS

D13 3929 (B ¢l e L (glp wyiwd 8jll g 63 ploul (Siw)d U b Aol
C\Users\Asus\Desktop\Test\Raha.jpg X

e Your system administrator has blocked this program. For more information, contact your
system administrator.
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